
Kie , Ukraine: 
Rogue Access 

Points

Eight hou s late , e a i e in Kie , 7k aine to meet ith a small 
)usiness o ne  a)out a conce n ega ding Rogue Access 
Points. 

In a )usiness ithout WIPS secu it , the e is nothing p e enting 
a pe son f om plugging in a fo eign access point into ou  
net o k, in iting unsuspecting people to use thei  ogue AP s 
the one that the  meant to connect to.  

0his happens mo e often than ou think!  A hacke  can alk into 
ou  )uilding ith a ogue AP in thei  laptop )ackpack, hide it 

unde  a desk, and connect it to ou  net o k t icking ou  
emplo ees into connecting to the ong Wi-Fi instead to siphon 
off sensiti e data emotel .

Wi eless net o ks a e one of the most o e looked secu it  )lind 
spots ithin an  )usiness. WIPS can scan all the APs in the a ea
and classif  them as autho ized kno n AP that is connected to 

ou  net o k , e te nal nea )  AP that is not connected to ou  
net o k , o  ogue unkno n AP that is connected to ou  
net o k .

Athens, Greece: 
Inappropriate & 
Illegal Content 

Usage

Opa! He e e a e in Athens, G eece, ead  fo  ou  ne t meeting 
ith a local seconda  school  and educating teache s a)out the 

impo tance of )locking inapp op iate and illegal content usage. 

Acco ding to Nielsen, % of child en ages -  ha e 
sma tphones and % of pa ents a e conce ned a)out the lack of 
cont ol o e  the content thei  child en see online. 

In man  schools, Wi-Fi secu it  is an afte thought and e  fe  
think a)out URL content filtering fo  adult content and othe  
inapp op iate e)sites.

Secu e Wi-Fi solution p oducts not onl  )lock inapp op iate and 
illegal content, the  can also p otect students, facult , and staff 
f om data theft, pass o d stealing, kno n mal a e-comp omised 

e)sites, and man  othe  ha mful attacks.

Sydney, 
Australia: 

MAC Address 
Spoofing

Ou  ne t stop is S dne , Aust alia – fighting c )e  c iminals one 
count  at a time! 

0oda , e a e at a local hospital. Hospital i eless net o ks a e a 
supe -eas  ta get fo  c )e  attacks – the ’ e filled ith elect onic 
health eco ds. 0hat’s a goldmine! 

AP MAC address spoofing is the Wi-Fi ulne a)ilit  e’ e 
add essing toda . It’s a techni ue he e malicious use s/hacke s 
change the Media Access Cont ol MAC  add ess on thei  o n 
access point that the  ) ought ith them, pe haps in thei  )ag 

ou’d )e su p ised ho  small these de ices a e no ada s  to 
match one of the legitimate access point’s MAC add ess. 

Basicall , AP MAC add ess spoofing entails changing an access 
point’s identit  and stealing impo tant info mation.  

Ho  to keep it f om happening to ou  )usiness? It all comes  
do n to WIPS. 0he e is an AP MAC Spoofing P e ention  setting 
in man  Wi-Fi Cloud WIPS policies. A secu e Wi-Fi Cloud solution 
can )e enginee ed to p o ide a safe, p otected ai space fo  )oth 
staff and pu)lic Wi-Fi en i onments, hile eliminating 
administ ati e headaches and g eatl  educing costs.

Vancou er, 
British 

Columbia: 
Karma Attack

Ou  last stop is in Vancou e , B itish Colum)ia. Afte  a e  long 
da  of flights, e finall  land. As e’ e alking th ough the
ai po t, m  Wi-Fi automaticall  connects to the f ee ai po t Wi-
Fi, and m  o ne  didn’t e en kno . Ooops! I must ha e 
connected to it in the past and it ecognized me.

I’m disa)ling m  Wi-Fi immediatel  so that I don’t e pe ience a 
Wi-Fi Karma attack, othe ise ho kno s hat kind of 
st ange  dange  I’ll get into ha ing m  Wi-Fi automaticall  
connect to net o k names f om m  past. 

0his t pe of an attack takes ad antage of m  con enient Wi-Fi 
featu es that sto e i eless net o k names and pass o ds so 
m  o ne  doesn’t ha e to think a)out them and I al a s p o)e 
out to the o ld looking to see if these Wi-Fi net o ks f om m  
past a e nea ) . 

A pe son unning a Ka ma attack tool can take ad antage of 
m  sma ts )  listening to hat Wi-Fi net o k I’m looking fo  
and offe ing it to me, hich gets me connected to thei   
malicious access point and no  m  poo  o ne ’s data is easil  
stolen in thin ai .

0he solution? Once again, it’s WIPS – )uilt to cut out Ka ma 
attacke s as the  attempt to gain cont ol. 

Summary No  that e’ e )ack home afte  ou  jou ne  a ound the glo)e, I 
must sa  that I sa  ho  ulne a)le man  Wi-Fi net o ks a e. 
Hopefull  no  e ha e a )ette  unde standing of the isks – 
and the solutions e can use to p e ent these isks!

0o sum things up, make su e ou a e co ectl  and p oacti el  
add essing these top  ulne a)ilities that e ha e discussed:

.      Man-in-the-Middle Attack MitM
.      E il 0 in
.      Misconfigu ed AP
.      Rogue APs
.      Inapp op iate and Illegal 7sage
.      AP MAC Add ess Spoofing
.      Ka ma Attack

Don’t let Wi-Fi )e ou  )iggest secu it  gap! Contact ou  I0 
p ofessional to make su e ou ha e the Wi-Fi p otection ou 
need fo  ou  )usiness, hethe  ou  emplo ees a e in the 
office, emote o ke s o  on the oad!

A Field Guide 
to Secure Wi-Fi

Obser ations from Your Laptop!

Welcome! Hi! My name is Mac – sho t fo  MacBook P o. M
o ne  and I a e a)out to t a el a ound the o ld on a )usiness
t ip to isit clients.

Since I hold so much p op ieta  info mation inside of me, I’m 
al a s a little uneas  a)out the security concerns that come 

ith tra el…

Lea ing Home: 
Man-in-the-

Middle Attack

Ou  fi st encounte  ith a potential Wi-Fi secu it  ulne a)ilit  
happens hen m  o ne  opens me up du ing his flight to 
London. 

He connects to in-flight Wi-Fi, hich, )  the a , is no diffe ent 
f om the pu)lic Wi-Fi a aila)le at ou  local coffee shop o  
mall… Yep, it’s a ide open net o k.

Did ou kno  that a Wi-Fi attack on an open net o k can take 
less than  seconds? It’s S7PER eas  fo  hacke s to use a man-
in-the-middle MitM  attack to ea esd op on ou  data as it 
t a els f om point A ou  laptop fo  e ample  to point B a 

e)site.

If ou must use a pu)lic Wi-Fi hotspot, make su e ou’ e at 
least using a VPN connection!

London, UK: 
E il T in 

Access Point

Barcelona, 
Spain: 

Misconfigured 
Access Points

We made it to ou  fi st stop – London! M  o ne  pops into a 
coffee shop, and immediatel  connects me to the coffee shop’s 

i eless net o k to check his email. 

7h oh, I just noticed the gu  ne t to us t ping 
.)ankofame ... Online )anking on an open net o k? Is he 

c az !? 0he e a e data thie es e e he e. And I also just 
noticed that it’s not eall  the coffee shop’s access point AP  
that he connected to.

When ou connect to an e il t in access point that 
impe sonates the eal AP’s Wi-Fi net o k name and uni ue 
ha d a e add ess, it puts use s like him at isk of losing p i ate 
documents that contain highl  sensiti e info mation to c )e  
thie es ho inte cept data )eing sent th ough the net o k. 

We’ e made it to Ba celona, Spain. M  o ne  is meeting ith a 
client to talk a)out Wi-Fi secu it , ensu e the  ha e no 
misconfigured access points, and that a i eless int usion 
p e ention s stem WIPS  has )een ena)led.

0he most common misconfigu ation is lea ing access point 
configu ations set to facto  defaults, like use names, 
pass o ds, and e en SSID se ice set identifie . Acco ding to 
Ga tne , the majo it  of i eless LAN secu it  ) eaches a e 
caused )  poo l  configu ed APs.

O e all, thei  i eless setup looks good, )ut the  a e missing 
one c itical aspect – thei  WIPS is not et configu ed. WIPS is 
impo tant to the p e ention of i eless th eats and ill detect 
an  misconfigu ed APs!
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